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How to Connect dataFEED OPC Suite to IBM Cloud

IBM Cloud Configuration Steps

1. Login at IBM Cloud

At https://console.bluemix.net/ login at IBM Cloud using your IBMid and password

2. Create Internet of Things Resource

X |FEED®

An Internet of Thing resource is required for connecting dataFEED OPC Suite to IBM Cloud.
Follow the steps described in this section, if you have not created an Internet of Thing resource yet.

Otherwise proceed with section 3.

1780613 - Softing Indu... (Q)
-

= IBMCloud Catalog  Docs  Support  Manage
Dashboard
RESOURCE GROUP  CLOUD FOUNDRYORG  CLOUD FOUNDRY SPACE  LOCATION carecony
None v All Organizations v X DI v All Locations v All Categories v

Cloud Foundry Services

Name - Region CFOrg CF Space
IoT Messe Software London cloud-admin@softing.com DI
IoT-Messe Gateways London cloud-admin@softing.com D1
0S-Autotest-Platform London cloud-admin@softing.com DI

e  Press Create resource button

Catalog
All Categories Internet of Things
Compute
T Internet of Things Platform @ Vesther Company Data
Lites 18M 18M
Networking
e hub of sl things 18M 1o, it Use the Westher Company Data for 1M
Storage
AL
Analyti

Car Diagnostic API Precision Location
Third Party Third Party
Translation service for OBD error co des. Skyhook Precision Location

ccurity and Identity
Starter Kits
Web and Mobile

e  Select Internet of Things
e  Click on Internet of Things Platform tile
e At Internet of Things Platform page:

e Define Service name

e Choose an organization

e Select Pricing Plan

AT&T Flow Designer

Third Party

Design, Build and Deploy IoT Solutions in

Minutes

®g® UnificationEngine

¥ Third Party

Intelligent 10T messaging for all H2M

communications.

e Press Create button for completing resource creation

Plan

iotf-service-free

iotf-service-free

iotf-service-free

Service Offering

iotf-service

iotf-service

iotf-service

AT&T IoT Data Plans

Third Party

Launch your I0T product fast with IoT data

plans

x
<
<
@
a
I

Bosch IoT Rollouts
Third Party

Rollout software and firmware updates o
devices

FEEDBACK
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3. Add dataFEED OPC Suite as Service

e Click IBM Cloud for display of Cloud Foundry Services
e Click on service to be used for dataFEED OPC Suite connection
NOTE:
Within the scope of this manual the service “dataFEED OPC Connection” is used for connecting
dataFEED OPC Suite.
Dashboard
Noro v A Organisations « X DL e Allocations «  AllCatetoris ~

Cloud Foundry Services

Name - Region CFOrg CF Space Plan Service Offering
IoT Messe Software London cloud-admin@softing.com DI iotf-service-free iotf-service
IoT-Messe Gateways London cloud-admin@softing.com DI iotf-service-free iotf-service
QS-Autotest-Platform London cloud-admin@softing.com DI iotf-service-free iotf-service

dataFEED_MQTT_Connection London cloud-admin@softing.com DI iotf-service-free iotf-service

dataFEED MQTT Connection dashboard page is shown

Dashboard [
dataFEED_MQTT _Connection

Location: London Org: cloud-admin@softing.com Space: DI

— n Let's get started with IBM Watson IoT Platform

( sess ) Securely connect, control, and manage devices. Quickly build 10T applications that analyze data
from the physical world.

)

Ready for the next level?

IBM Watson Iol Platform Journey

e  Press Launch button
e Select Devices in menu bar on left side

1BM Watson IoT Platform

Boards
‘ # Devices .
ge Members
Apps
ccess Management
Usage
Rules

Security

£ Settings

Extensions
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Browse Devices page is shown

Browse  Action  Device Types + Add Device

Browse Devices

@ All Devices Diagnose

This table shows a summary of all devices that have been added. It can be filtered, organized, and searched on
using different criteria. To get started, you can add devices by using the Add Device button, or by using APL

[]  oevicen & Device Type & Class10 & Date Added Descriptive Location & T ¥ m

T=D

You don't have any devices.

Create a device.

Press + Add Device button
Add Device page is shown

IBM Watson IoT Platform

Browse  Action  Device Types
& Add Device Identity Device Information Security Summary x
Selecta device type for the device that you are adding and give the device a unique ID.
s Device Type dataFEED
B Device ID guide]
()

Enter Device Type and Device ID

NOTES:

e There is no restriction to Device Type and Device ID

e Device ID has to be unique

e For IBM Cloud Client ID is built by “d:”+<Organization ID>+":"+<Device Type>+":"+<Device ID>
e Client ID is limited to 23 characters

Click Next button

Add additional optional device information at following pages

Click Next button until verification page is shown

1BM Watson IoT Platform

Browse  Action  Device Types

S Add Device Identity Device Information  Security Summary x
Verify that the following information is correct then select Done
Device Type
s dataFEED
Device ID
g quice
e)
£§3 Security Token
To be generated
()

Verify entries
Click Done button
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Device Credentials page is shown after completion of IBM Cloud configuration

DEVICE DRILLDOWN Device guide

Device Credentials

Connection Information

Recent Events

Device Credentials

State

Device Information
Vou registered your device to the o

Metadata After the device

n. Add these credentials to the d onnect it to the platform.
ate

Extension Configuration

Diagnestics
Organization ID dig9a2
Connection Logs
Device Type dataFEED
Device Actions
Device ID guide
Authentication Method use-token-auth
Authentication Token mb7IEIVIbAMVDRAKYR

A i tokens are non- If you misplace this token, you will need to re-register the device to generate a new authentication token.

Find out how to add these credentials to your device 7

NOTE:

Authentication Token is created automatically.

It is only displayed once at this moment.

Thus, it is highly recommended to copy shown device details for later use during dataFEED OPC Suite
configuration.

dataFEED OPC Suite Configuration Steps

4. Create new dataFEED OPC Suite configuration

e  Start dataFEED OPC Suite Configurator,
e.g. by clicking on dataFEED OPC Suite Configurator icon in Desktop
¢ Navigate to Configuration/New page

ﬁ New dataFEED OPC Suite Configuration @
Configurations.

Specify the configuration by selecting an existing one from the list or by manually typing
the configuration name in the edit control below.

SoftingSupport

Selects ion

Configuration:  bluemix

o Doow

e  Enter Configuration name
e  (Click New button
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5. Define MQTT Broker Connection
e Navigate to Data Connection/MQTT Broker page

& bluemix - Softing dataFEED OPC Suite - Stopped = R |
Configuration View Local Application Help
F 0 @& P O = o
New Open Save Start Stop Deutsch MQTT Broker Help
v ® . i . —-={m
Eﬂﬂ; FEED Data Destination - MQTT ‘ -G
B Data Source MQTT Broker Connections

Create and modify connections to MQTT broker(s).
2 Data Processing

,
) ) Name MQTT Broker URI Client ID Parameters | &ﬁ
‘@ Data Destination '

ﬂ Tunnel Client i ( lb )
@ MQTT Broker rJ

—

EPE orc Client

g SQL Database
hm File

g REST Server B
ﬂ NoSQL Database L1

# Settings

m

Data Destination - MQTT.

e Click Add New Connection button
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ﬁ MQTT Broker Connection Wizard

Connection Settings

Connection: MQTT_Broker_Publisher 1

Connection Name

X |FEED®

=

On this wizard page the connection settings of the data destination connection to an external MQTT Broker for publishing data are configured.

Provide here the connection name which will identify the current connection. The name must be unique throughout the whaole configuration.

< Connection name: | IBM_bluemix| >

Generate dient ID

Client ID
& Client ID: d:miti4t6:dataFEED: guide >)
Connection settings Connection State
Specify here if the connection shall be active.

Communication settings

Connection Active:
Topic definition
Last Will settings

Define MQTT Broker Connection Name

NOTE:

e There is no restriction to Connection Name

Enter Client ID

NOTES:

e For Client ID use information shown at final page of IBM Cloud configuration

I

Cancel ] I Help

(see section ,,Device Credentials page is shown after completion of IBM Cloud configuration®)

e For IBM Cloud Client ID is built by “d:”+<Organization ID>+":"+<Device Type>+
Click Next > button

”.n

+<Device ID>



Configuration Manual

X |FEED®

ﬁ MQTT Broker Connection Wizard @

Communication Settings
On this wizard page the communication settings of the data destination connection to an external MQTT Broker for publishing data are configured.

Connection: IBM_bluemix
MQTT Broker Settings

MQTT Broker URT

) ame with domain of the broker> [ : <port number> ]
mti4t6.messaging.internetofthings.ibmcloud.com: 8683

CleanSession [

MQTT Broker Certificate

Select the MQTT Broker certification handling mode.

@ Accept all Servers Certificates automatically —-—
Accept Trusted Certificates, only t
Authentication Settings

Connection settings

ser Identity: | User name and pa%\ =[] use dlient Certificate

Communication

settings User Name:  use-token-auth 3
Topic deﬁnit-")n PaRSWDI’d: .....'.'..........'.I &
Last Will settings Connection Test

Use the button on the right side in order to test the connectivity to the corresponding MQTT broker.

[ <mck |[Crec> Y[ cnel || rep |

Enter MQTT Broker URI of IBM Cloud
NOTES:
e For TCP MQTT Broker URI, choose option tcp://
and enter IP address <Organization ID>+"messaging.internetofthings.ibmcloud.com:1883”
e For SSL/TLS MQTT Broker URI, choose option ssl://
and enter IP address <Organization ID>+"messaging.internetofthings.ibmcloud.com:8883”
Define Authentication Settings
NOTES:
e Select User name and password as User Identity
e Enter “use-token-auth” as User Name
e Enter authentication token shown at final page of IBM Cloud configuration as Password
(see section ,,Device Credentials page is shown after completion of IBM Cloud configuration®)
Click Connection Test button
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& MQTT Broker Connection Test X

20160905 U91658.817 551 connect:550v3 read server session icket A

20160905 091658.817 SSLSocket error WANT_READ/WANT_WRITE

20160905 091658.844 received 771 22 buflen 170

20160905 091658.844 SSL state connect:SSLv3 read server session ticket A:DHE-RSA-AES256-GCM-SHA384
20160905 091658.844 received 771 20 buflen 1

20160905 091658.844 received 771 22 buflen 16

20160905 091658,844 SSL state connect:SSLv3 read finished A:DHE-RSA-AES256-GCM-SHA384

20160905 091658.844 SSL handshake done write:unknown:unknown

20160905 091658.844 SSL certificate verification: X509_V_FRR_UNABLE_TO_GET_ISSUER_CERT_LOCALLY
20160905 091658.844 SSL connect:SSL negotiation finished successfully

20160905 091658.859 2240 d:mti4t6:dataFEED:quide -> CONNECT deansession: 1 (0)

20160905 091658,915 2240 d:mti4t6:dataFEED:guide <- CONNACK rc: 0

Connection established

Negotiated MQTT version: 3.1.1

et .
&__Connection successfully tested __>>
~ ==

“
N |

e Click OK button
e  Click Next > button, if connection has been tested successfully

6. Define MQTT Topic

NOTES:

Within the scope of this manual the hierarchical MQTT topic

“iot-2/evt/”+<Event ID>+" /fmt/”+<Format> is used by dataFEED OPC Suite for publishing values.
Each level of the hierarchical MQTT topic has to be defined separately.

There is no restriction to <Event ID>

<Format> has to be set to “json”

e Select Topic definition page

ﬁ MQTT Broker Connection Wizard @

MQTT Topic definition

On this wizard page the address space for the current connection can be defined.
Connection: IBM_bluemix

MQTT Topics

Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imported from an external

file. Please define the item mapping into MQTT topics within the configuration of the Exchange function. The configuration of the Exchange

function can be found within Data Processing.

IBM_bluemix 1 &:
B-BM bluemix

Connection settings

Communication settings

= 0w S

Topic definition

Last Wil settings Time Zone Format

Specify the time zone for the timestamp expression used within requests.

Time zone: urc

l

<Back || Net> || Fnsh || cancel || hap |

e C(Click Add Item button
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ﬁ Topic Properties
Topic Class
Specify the basic class for the current topic. Class Node can have any type of children. Class Tag has a value to publish but no children.

Topic dass: ’ Node ~

Topic Identity
Specify the topic name and properties of the current topic.

MName: iot-2

blish Format: Bluemix JSON string with value, timestamp and quality = -

User defined format string: | e p™-"@ITEMID@","timestamp":"@TIME@","value":"@VALUE@", "quality":"@QUALITY@"}

BapplioaliepIs {"d" : {"timestamp":"2016-01-13T14:07:34:963", "value": "1234","quality”: 'good"} }

Retain: [¥] 2

Setting: QoS0: At mostonce b

e [ =]

e Enter “iot-2” as top level Name of hierarchical MQTT topic
e  Select Bluemix JSON string with value, timestamp and quality as Publish Format
e  Define Retain setting as required
e Select QoS Setting as required
e Click OK button
e Click Add Item button and repeat step above for definition of each additional level of hierarchical
MQTT topic:
e “evt
e <Event ID>
NOTE:
Within the scope of this manual “heartbeat” is used as <Event ID>
e "fmt”
e Define “json” as <Format>

”
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ﬁ MQTT Broker Connection Wizard @

MQTT Topic definition
On this wizard page the address space for the current connection can be defined.
Connection: IBM_bluemix

MQTT Topics

Add the topic you want to insert into the namespace of the local application. The topics can be defined manually or imported from an external
file. Please define the item mapping into MQTT topics within the configuration of the Exchange fundtion. The configuration of the Exchange

meing.
IBM_bluemix
4 IBM_bluemix

4 ﬂ ot-2

Connection settings

Communication settings

Topic definition

Last Wil settings Time Zone Format

Specify the time zone for the timestamp expression used within requests.

Time zone: uTc A ]

] (e ) (G [ omen ] [p )

e  Click Finish button
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e Updated MQTT Broker Connections page is shown

& bluemix - Softing dataFEED OPC Suite* - Stopped (ol @ =]
Configuration  Viev Local Application  Help
FE I & b 0O - o
Mew  Open Save Start Stop Deutsch MQTT Broker Help
h 4 ® o - -G
Eﬂq; FEED Data Destination - MQTT " .
I- Data souroe MQTT Broker Connections

Create and moedify connections to MQTT broker(s).
© Data Processing

) ) Name MQTT Broker URL Client ID Parameters 1 ‘j=
2 Data Destination ;

IBM_bluemix ssl://mti4t6.messaging.internetofth... d:mti4t6:dataFE... UserName 1

ﬂ Tunnel Client
..:."
MQTT Broker b

——

ZOPE orc Client

g SQL Database
E File

g REST Server I
g NoSQL Database o

@ Settings

\/

ﬁi

Data Destination - MQTT.
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7. Define Data Exchange Between dataFEED OPC Suite and IBM Cloud

NOTE:

For an easy demonstration of the data exchange a dataFEED OPC Suite system data item with a constantly
changing value is used as data source.

e Navigate to Data Processing/Exchange page

&8 bluemix - Softing dataFEED OPC Suite* - Stopped (o[ @]
¥F I & P © - 6]
New Open Save Start Stop Deutsch Exchange Help

errey X |FEED®

& Data Source

Data Processing - Exchange

Activate Exchange

Activate Exchange for the local application and select the corresponding source and destination items from the trees below.
2 Data Processing

Source and Destination Selection

@ Data Destination
# Settings

Data Processing - Exchange.

Exchange Data List

Source Item

Destination Item

Local Namespace - Source Items Local Namespace - Destination Items
'& Store And Forward 4 [} Local Namespace - bluemix 4 [y Local Namespace - bluemix
4 ‘3'1"% _System > _System
> S48 Data_Destination 4 5 [BM_bluemix
“ 4 B8 conos a § iot-2
e 4 B nheartbeat
98 SessionlD a4 P s
> E IBM_bluemix & json )
[ Local Items v @ LocarTrems

Trigger Type Trigger Settin Update Rate ¢ Iﬁ‘.

@2‘

gt

I

Tag: 1BM_bluemix.iot-2.evt.heartbeat. fmt.json - Not used

e Select System.General.Heartbeat item as data source
e Select json level of hierarchical IBM Cloud MQTT topic as data destination
[ ]

Click Connect button to create exchange action by connecting data source with data destination
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Generated connection is displayed in Exchange Data List

# bluemix - Softing dataFEED OPC Suite* - Stopped

Configuration View Local Application

F I 8 P ©

New Open Save Start Stop

errey X |FEED®

B Data Source

©© Data Processing

‘& Store And Forward

Exchange

‘€ Data Destination

# Settings

Help

Activate Exchange

Data Processing

- Exchange

Activate Exchange for the local application and select the corresponding source and destination items from the trees below.

Source and Destination Selection

Local Namespace - Source Items

4 [ Local Namespace - bluemix
4 ﬁ _System

> Data_Destination
4 General

Heartbeat
LocalTime
SessionID

> & 1BM_bluemix
[ Local Items

Exchange Data List

Source Item
ﬁ _System.General.Heartbeat

Destination Item
B BM_ bluemix.iot-2.evt.heartbe...

v

Local Namespace - Destination Items

4 [}y Local Namespace - bluemix

i _System
4 1 [IBM_bluemix
4 o2
4D et
4 ;?; heartbeat
4 Lﬂ; fmt

52 Jsen
[ Local Items

Trigger Type Trigger Settin Update Rate (
Heartbeat

Item Alias (1000 ... A

4

I

Data Processing - Exchange.

Source: Heartbeat - Destination: json. Update rate: Alias (1000 ms). Execution condition: Alias (Always). Exchange value: Alias (Data Value, Quality and Timestamp).

This step completes dataFEED OPC Suite configuration within scope of this manual.
Select Configuration/Save menu item to save configuration

ﬂ bluemix - Softing dataFEED OPC Suite* - Stopped

Configuration | View Local Application H

elp

.' New
H Open
w Recent

E Close

ﬁ Rename
B Delete

=S

; Backup

; Restore

i: V1xImport

B et

ﬂ Import Multiprotocol OPC Server Configuration

Ctrl+N
Ctrl+O
»

Ctrl+S
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Data Exchange Verification

8. Activate dataFEED OPC Suite Run Mode
e In dataFEED OPC Suite select Local Application/Start menu item

ﬁ bluemix - Softing dataFEED OPC Suite* - Stopped

Configuration View | Local Application | Help

¥F 0 BP st D

New  Open  Save Stop
v @ Show Web Pages
A & Feature Selection

Run Mode L4

M. o~ . o~

9. Monitor Data in IBM Cloud

o Restart IBM Cloud dashboard and select Devices in menu bar on left side

1BM Watson IoT Platform

rrrrr

Browse Devices

® AllDevices  Diagrose
This table shows a summary of Itean be filtered, organized, and searched on
using different criteria. To get started, dd d by using the Add or by using APL.

< Device Type & ClassD ¢

[ oevieemn &

V|- Showing Raw Data | The recent events listed show the live stream of data that is coming and going from this device.

Event Vaive Format Last Received

{'d":{"timestamp™"2018-12-12T13:52:42.38..  json afewseconds ago
Temperature {'d"{"timestamp™"2018-12-12T13:52:37.38...  json afew seconds ago
Temperature {'d":{"timestamp™"2018-12-12T13:52:32.36..  json afew seconds ago
Temperature {'d":{"timestamp™"2018-12-12T13:52:27.36...  json afew seconds ago
Temperature {"d":{"timestamp™"2018-12-12T13:52:22.36...  json afewsecondsago

Green dot near guide Device ID indicates active data source
e Select Recent Events for seeing live stream of data coming from dataFEED OPC Suite

NOTE:
For data visualization select Boards in menu bar on left side.
Afterwards connect data items with cards created for an individual board.

FEED®
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